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OITPEAEJEHUA

B HacTosimeM JTOKYMEHTE HCIIONB3YIOTCS CIEAYIOIUE TEPMHHBI M HUX
ONPEIEIICHHUS.

ABTOMATH3MPOBAaHHAS CHCTEMAa— CUCTEMa, COCTOSINAs W3 NEPCOHANIA M
KOMIUIEKCA CPEACTB  aBTOMATWM3alMd €ro  JEATEIIBHOCTH, PEeaJU3yIolas
MH()OPMAIIMOHHYIO TEXHOJIOTHIO BBIMOJHEHUS YCTAHOBICHHBIX (DYHKITUH.

AyTeHTH(UKALMA OTHPABUTENS] JAHHBIX— TMOATBEPKICHUE TOTO, YTO
OTIPABUTENb MOJYYEHHBIX TaHHBIX COOTBETCTBYET 3aABICHHOMY.

be3onmacHOCT, MNEpPCOHANBHBIX [JaHHBIX— COCTOSIHME 3alIUMLIEHHOCTU
NEPCOHATBHBIX JAHHBIX, XapaKTEpPU3yeMO€ CIOCOOHOCThIO TOJb30BaTElNEH,
TEXHUYECKUX  CPEACTB W  HUHPOPMAIIMOHHBIX  TEXHOJOTUH  OOECIEeUUTh
KOH(DUAEHIIMATBHOCTD, IIEJIOCTHOCTh U JOCTYMHOCTh MEPCOHATBHBIX JAaHHBIX MPU
ux 00paboTke B UHPOPMAITMOHHBIX CHUCTEMaX MEPCOHANIBHBIX JTaHHBIX.

buomerpuyeckue mnepcoOHAIbHbIE JIaHHbIe—  CBEACHUS, KOTOPHIC
XapaKTepu3yloT (PU3HOJIOTHYECKHEe OCOOCHHOCTH YeJIOBeKa M Ha OCHOBE KOTOPBIX
MOXHO YCTaHOBUTH €r0 JIMYHOCTh, BKJIIOuUas (pororpaduu, OTIEUATKH MAJIBIICB,
o0pa3 ceTyaTKM TJla3a, OCOOEHHOCTH CTPOEHHUS Tela U JAPYrylo MOJ00HYIO
UH(pOpPMAIIHIO.

BiokupoBaHue TmNEPCOHANBHBIX JAHHBIX— BPEMEHHOE IMpEKpalieHue
coopa, cucTeMarTu3alid, HAKOIUICHUS, WCIIOJIb30BaHUS, PACIPOCTPAHEHUS,
NEPCOHAIBHBIX JAHHBIX, B TOM YHCIIE UX MEPEAAuH.

Bupyc (KoMnbHOTEepHBbI, MPOTPAMMHBII)— UCIOJHIAEMBIA MPOTPAMMHBIN
KOJ WU MHTEPIPETHPYEMbI HAa0Op HWHCTPYKIMH, 00Janaromuii CBONCTBAMHU
HECAaHKIIMOHUPOBAHHOI'O PACIPOCTPAHEHHS U caMoBocIpou3BeneHus. Co3qaHHbIE
OyOnIMKaThl KOMIBIOTEPHOTO BHpyca HE BCEr/la COBIMAJAIOT C OPUTMHAIOM, HO

COXPAaHSIIOT CIIOCOOHOCTD K JanbHEHIIeMy  pacmpoCTpaHEHUIO u
CaMOBOCTIPOM3BEICHHUIO.
Bpenonocnasi mporpamMmma—  mporpaMma, — NpeJHa3HauYe€HHAs s

OCYLIECTBIICHUS] HECAHKIIMOHUPOBAHHOIO JOCTyna M (WIM) BO3JACWUCTBUS HaA
MIEPCOHANILHBIC JTaHHBIC WU Pecypchl HHOOPMAITMOHHONW CHCTEMBI IEPCOHATBHBIX
JAHHBIX.

Bcnomorarte/ibHble TEXHHMYECKHE CPEACTBA M CHCTEMbl— TEXHUYECKHE
CPEIICTBA M CHCTEMBI, HE TTPEeTHa3HAYCHHBIC TS TIepeiau, 00pabOoTKU U XpaHECHHSI
MEPCOHANBHBIX  JIaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHYECKUMH
CpPeACTBAMHU M CHCTEMaMHM, MPEIHA3HAYEHHBIMU JI1 O0OpabOTKM MEpPCOHATBHBIX
JAQHHBIX WM B TIOMEUIEHUAX, B KOTOPBIX YCTAHOBJIEHbI HH(POPMAIIMOHHBIC
CUCTEMBI MTePCOHATBHBIX JAHHBIX.

JocTtyn B oOmepanHoOHHYH Ccpedy KommbloTepa (MH(OPMALMOHHOU
CHCTeMbl MEPCOHAJIBHBIX JAHHBIX)— [OJYYEHHE BO3MOXKHOCTH 3alycka Ha
BBITIOJTHEHNUE INTATHBIX KOMaHJ, (DYHKIMH, MpOIEmyp ONeparuOHHOW CHUCTEMBI
(YHMUTOXEHUSI, KOMUPOBAHUS, NEPEMEUICHHUs] W T.I.), HUCIHOJHSAEMbIX (Dailios
MPUKJIAJHBIX TPOrPaMM.

Hoctyn Kk uH(pOpMamUM— BO3MOXXHOCTh MOJMy4YeHHUS HHGOpPMALUU U €€
UCIIOJIb30BaHUS.
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3ak/al04HOe YCTPOMCTBO— DJIIEMEHT CpEACTBA CheMa HH(pOpMaIuH,
CKPBITHO BHEAPSEMbIA (3aKJIaJbIBAEMbIi WM BHOCHMBIN) B MECTa BO3MOXHOTO
cbema uH(popMalu (B TOM YUCJIE B Orpa)kIe€HUE, KOHCTPYKIIHIO, 000pyI0BaHUE,
MIpeIMEThl HHTEPhEPA, TPAHCIIOPTHBIE CPENICTBA, @ TAKIKE B TEXHUUYECKUE CPEJCTBA
U CUCTEeMBbI 00pabOTKH MHGOPMAIIUN ).

3amumaemas wuHdopmanusi— uHQOpMaLUd, SBISIOWIAACS MPEIMETOM
COOCTBEHHOCTH M TOJJIeXallas 3alluTeé B COOTBETCTBHUM C TPEOOBAHUSIMU
MPaBOBBIX TOKYMEHTOB WU TPEOOBAHMUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM
uH(pOopMaIu.

Nnentnduxanuss — npucBoeHHe CcyObekTaM M 00bEeKTaM JocTyna
uaeHTUPUKaTopa W (WJIM) CpaBHEHUE NPEIBABIAEMOro HUIAEHTUUKATOpA C
NepeyHeM MPUCBOCHHBIX UAEHTU(HUKATOPOB.

NudopmaTuBHbIii CUTHAJ— DJJIEKTPUUYECKUE CUTHANIBI, aKyCTHYECKUE,
AJIIEKTPOMArHUTHBIE U Jipyrue pu3nuecKue moJjs, o napaMmerpaM KOTOPBIX MOKET
OBITh packpbiTa KOHpUACHIMAIbHAs WHPoOpManus (NIEpCOHATIBHBIE JTaHHBIC)
oOpabatbiBaeMasi B MHGOPMAIIMOHHOM CHUCTEME NIEPCOHATIBHBIX TAHHbBIX.

NudopmannmonHas cucrema mnepcoHadabHbIX AaHHbIX (MCIIIH)-
uHpOpMAIIMOHHAs ~ CHUCTEeMa,  MpEACTaBisiomias  co0O0il  COBOKYIHOCTH
NEPCOHATBHBIX  JAHHBIX, COJAEpX,alMxcs B 0a3e JaHHBIX, a Takxke
UHPOPMAIIMOHHBIX ~ TEXHOJOTMM U TEXHUYECKUX CPEACTB, TO3BOJIAIOMIMX
OCYHIECTBIISITh 00pabOTKY TaKUX MEPCOHANBHBIX JAHHBIX C HCIIOJIb30BAaHUEM
CPEIICTB aBTOMATHU3AIMH WIIK O€3 UCIIOIb30BAHUS TAKUX CPE/ICTB.

Nudopmanuonnble TEXHOJOTMU— IIPOIIECCHl, METOABI TOHUCKa, cOopa,
XpaHeHus, 0O0padOTKH, NPENOCTaBICHUS, PACHPOCTPAHEHUs] HHPOPMALUK U
CIIOCOOBI OCYIIECTBIIEHUSI TAKUX MTPOLIECCOB U METOJIOB.

Hcnosib30BaHne MNEPCOHAJBHBIX JAaHHBIX— JCHCTBHUS (Omepauuu) C
NEPCOHAIBHBIMU J1aHHBIMHM, COBEpIIAEMbIE B UEISAX MPUHATUS PEIUICHUN WIH
COBEpIICHUSI HHBIX JIEUCTBUM, IMOPOXKIAOUIUX IOPUIAYECKUE TOCIEICTBHUS B
OTHOIICHUH CYOBEKTa NEPCOHATBHBIX JAaHHBIX WIM APYTHX JHUIl JUOO HHBIM
00pa3oM 3aTparuBaroOIIMX IIpaBa U CBOOOIBI CYOBEKTA TIEPCOHAIBHBIX JAHHBIX WUJIN
JIPYTHX JIHII.

Hcrounnk yrpo3sl 0Oe3omacHOCTH HHGOPMAUMHM— CYOBEKT JOCTYyMa,
MaTepuaibHbIl OOBEKT WIM (PU3MUECKOE SBIICHUE, SBISIOMIMECS TNPUYUHOM
BO3HUKHOBEHUS yTPo3bl 0€30MacHOCTH WH(OpMaIuu.

KonTposupyemasi 30Ha— TNPOCTPAHCTBO (TEPPUTOpHUS, 3JaHUE, YACTh
3/1aHHS, MOMEUIEHUE), B KOTOPOM HCKIIFOYEHO HEKOHTPOJIHUPYEMOE IMpEObIBAHUE
IIOCTOPOHHMX JIMII, a TAK)KE€ TPAHCHOPTHBIX, TEXHUYECKUX U MHBIX MaTepHUAJIbHBIX
CPEICTB.

KoH(puaeHIHAJIBHOCTh MEPCOHANBHBIX [JaHHbIX— 00s3aTENbHOE IS
COOJIIOJICHUST TTOJIB30BATENIEM WM MHBIM IMOJTYYMBIIUM JOCTYH K HNEPCOHAJIBHBIM
JAHHBIM JMIOM TpeOOBaHHWE HE JONYCKaTh MX PACIPOCTPAHEHHE O€3 coriacus
CyOBEKTa MEPCOHANBHBIX JTAHHBIX WM HAJIMYUS NHOTO 3aKOHHOI'O OCHOBAaHMUSI.

Me:xceTeBou IKPaAH— JOKAJIbHOE (OJTHOKOMITOHEHTHOE) 158107
(YHKIMOHAIBHO-PACIIPE/ICTIEHHOE  MpOrpaMMHOe  (IPOrpaMMHO-aNMnapaTHoe)
CpenCTBO (KOMIUIEKC), peaju3yrolee KOHTPOJIb 3a HH(opManuei, NOCTynaIen B
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MH(OPMAIIMOHHYIO CUCTEMY MEPCOHAJIBHBIX JaHHBIX W (WIM) BBIXOASIIEH U3
MH(OPMAIIMOHHON CUCTEMBI.

Hapymuresnb 0e30acCHOCTH NEPCOHANBHBIX JAHHBIX— (PHU3UUECKOE JIHILIO,
CIIy4ailHO WJIM TpeJHaMEpPEHHO COBEpILIAIOIIEE ACHCTBUS, CIEACTBUEM KOTOPBIX
ABIJIAETCS HapylleHHe 0e30MacCHOCTH MEePCOHANbHBIX AAHHBIX MPU UX 00paboTKe
TEXHUYECKUMHU CpPEACTBAMU B HH(MOPMAIMOHHBIX CHUCTEMax MEPCOHAIBHBIX
JTAHHBIX.

HeaBromaTuzupoBanHasi  00pa0oTKa  NEPCOHAJBHBIX  JAHHBIX—
00paboTKa MEepCOHAIBbHBIX JTaHHBIX, COAEPKAIIMXCA B MHPOPMALIMOHHON crcTeMe
NEPCOHATBHBIX JAHHBIX JUOO U3BIEUEHHBIX U3 TaKOW CHCTEMbI, CUUTAETCS
OCYIIECTBICHHOU 0e3 UCIIOJIb30BAHUS CpEeJICTB aBTOMaTH3alUU
(HeaBTOMAaTU3UPOBAHHOM), €CIIM TaKue JEeHCTBUS C EPCOHATBHBIMU JTAHHBIMU, KaK
UCIIOJIb30BaHUE, YTOYHEHHUE, paCIpOCTPaHEHUE, YHUUYTOXKEHUE NEepCOHATBHBIX
JAHHBIX B OTHOLIEHUWH KaXJOr0 M3 CYOBEKTOB TMEpPCOHAIbHBIX JIAHHBIX,
OCYIIECTBIISIFOTCS PU HEMOCPEJCTBEHHOM yYaCTHUHU YEJIOBEKa.

HenexknapupoBanuble BO3MOKHOCTH— (YHKIHOHAIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYUCIHUTEIbHON TEXHHKH, HE ONHMCAHHBIC WM HE COOTBETCTBYIOIIWE
ONMHMCAHHBIM B JOKYMEHTAIlMW, TP HCIOIB30BAHUU KOTOPBIX BO3MOXKHO
HapylIeHHe KOH(UICHIINATBHOCTH, JOCTYTHOCTM ~ WJIM  II€JIOCTHOCTH
oOpabatbiBaeMOi WH(GOPMALIHH.

HecaHKuMOHUPOBAHHBIN 10CTYNl (HECAHKIMOHMPOBAHHBIE JEWCTBUA)—
JI0CcTyn K MHQOpMalUud WU JEHUCTBUS ¢ MH(pOpMalMed, Hapyllalollue MpaBuia
pasrpaHuyeHus AOCTYIA C UCIIOJIb30BAHUEM IITATHBIX CPEJCTB, MPEIOCTABIIEMBbIX
MH(GOPMAIIMOHHBIMU CUCTEMAMU MIEPCOHATBHBIX TAHHBIX.

Hocureap unpopmaunu— Gusndeckoe JUI0 WIK MaTepUaIbHbIi OOBEKT, B
TOM 4Hnciie GU3UIECKOe ToJie, B KOTOPOM MH(MOPMAIUS HAXOUT CBOE OTPAKEHUE B
BUJIE CHMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHUYECKUX PEIIEHUH U MPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BETUUHH.

O0e3munBaHue MNEPCOHANBHBIX JAHHBIX— [CHCTBUS, B pE3yJlbTaTe
KOTOPBIX HEBO3MOXHO OIPEAEIUTh MPUHAMIECKHOCTh MEPCOHAIBHBIX JIaHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHAIBHBIX TaHHBIX.

O0padoTka mNepCOHAJNBHBIX JAHHBIX— JICHCTBUA  (Oomepauuu) C
MEPCOHANBHBIMU JaHHBIMU, BKIIOYass cOOp, cCHCTeMaTH3aluio, HaKOIUJICHHE,
XpaHEHUE, YTOYHEHUE (obHOBIIEHME, U3MEHEHHUE), HCII0JIb30BaHUE,
pacnpocTpaHeHre (B TOM 4YHCIE IMepeaady), 00e3nuuuBaHUE, OJOKHPOBAHHE,
YHUYTOXKEHUE MEPCOHATBHBIX TAHHbBIX.

OO0mexocTynHble MEPCOHAJNIbHbIC [aHHbIe— TICPCOHAIBHBIE JAHHBIC,
JOCTYIl HEOTPAHWYEHHOIO0 Kpyra JHIl K KOTOPBIM HPEIOCTaBIEH C COIVIACHS
CyOBEKTa TMEpPCOHANBHBIX JAHHBIX WJIM Ha KOTOPhIE B COOTBETCTBUU C
(GenepanbHBIMM  3aKOHAMU HE PacIpOCTpaHAeTCs TpeOOBaHHME COOIOECHUS
KOH()HICHITNATHHOCTH.

Hoab3oBatear UCIAH —dusnueckoe mnuio, opranusyromiee u (UiM)
OCYILIECTBIISIIOLIEE 00pabOTKY NEPCOHAJIBHBIX JAHHBIX, @ TAKXKE OINPEICIISIONINE
LIETIU U Co/iepKaHre 00padOTKU MEPCOHATBHBIX TaHHBIX.
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Texnnueckue cpeacrtBa HH(OPMALMOHHONH CHCTEMbl MEPCOHAJIbHBIX
NAHHBIX— Cpe/acTBa BBIYHMCIUTETBHOM TEXHHKH, MH(OPMAaIIMOHHO-
BBIYHMCIIUTEIbHBIE KOMIUIEKCHI M CETH, CPEICTBA M CUCTEMBI NEeperayu, mpuemMa u
oOpabotkn IIJ[H (cpeacTBa M CHUCTEMBl 3BYKO3AalMCH, 3BYKOYCHIICHMS,
3BYKOBOCIIPOU3BE/ICHUS, TIEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPONCTBA, CPEJCTBA
W3rOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB M JIpYIrM€ TEXHUYECKHUE CPE/ICTBA
00paboTKK peueBoi, rpadyuyecKom, BUI€0- U OYKBEHHO-IIM(PPOBOWA MHPOPMALIHH),
MpOrpaMMHbIE€ CpeCTBa (ONepalMOHHbIE CUCTEMbI, CUCTEMBbI YIIpaBieHUsl 0azamu
JaHHBIX W T.I.), CpEICTBAa 3allUThl HMHPOpPMALUU, MPUMEHSEMbIE B
MH(POPMAIIMOHHBIX CUCTEMAX.

IlepexBat (MHpopManum)— HeENmpaBOMEpHOE MONyYeHUE HHPOpMALUU C
UCIIOJIb30BAaHUEM TEXHUYECKOI'O CpPEJCTBA, OCYILECTBISAIOMIETO OOHApY>KEHUE,
npueM 1 00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHble— Ji00as MHPOpMaLUsA, OTHOCSIIAsCS K
ONpEJICTICHHOMY WJIM ONpeNesieMOMy Ha OCHOBaHMM TakKod HHQpOpMauu
¢uznueckoMy nuily (CyOBEKTY NEepCOHAJbHBIX [AHHBIX), B TOM 4YHUCJE €ro
(dbamums, UMsi, OTYECTBO, I'OJI, MECSII, 1aTa U MECTO POKIEHUS, aJIpec, CeMENHOE,
COLIMAJIbHOE, MMYIIECTBEHHOE TOJIOKEeHHE, 0oOpa3oBaHue, Mpodeccus, JTOXObI,
apyrast ”HpopMaIus.

Ilo0o4HnbIE 3J1eKTPOMArHUTHbIE U3J1y4eHust " HABOJAKH—
AIEKTPOMArHUTHBIE M3IYYEHUS! TEXHUYECKUX CPEJCTB OOpabOTKH 3aluIIaeMOi
uHbOpMaIlMK, BO3HUKAIONIME Kak IOOOYHOE SBJICHWE W  BbI3BaHHbBIC
ANEKTPUUECKUMH CUTHAJaMU, IEUCTBYIOIIUMH B UX BJIEKTPUUYECKUX U MAarHUTHBIX
HENsX, a TAKKE dJIEKTPOMATHUTHBIE HABOJKH STUX CUTHAJIOB HA TOKOIIPOBOISIINE
JUHUU, KOHCTPYKIIMU U LT TUTAHUS.

IMoauTHKA YMCTOTO CTOJA»— KOMIUIEKC OPTraHU3aIlMOHHBIX MEPOIIPUSITHH,
KOHTPOJUPYIOIIUX OTCYTCTBHE 3alKMCHhIBaHMs Ha OyMa)KHbIe HOCUTEIH KIIIOUEH U
aTpuOyTOB JOCTyMNa (Mapojeil) U XpaHeHU WX BOJIM3U 00BEKTOB JIOCTYIIA.

ITosab30BaTe/ib MH(POPMANMOHHON CHCTEMBbI MEPCOHAIBbHBIX JAHHBIX—
JUI0, Yy4yacTByIomee B (PYHKIMOHUPOBAHUM WHOOPMAIMOHHOW CHUCTEMBI
NEPCOHANIBHBIX JAHHBIX WM UCHOJIB3YIOLIee Pe3yIbTaThl €€ (YHKIIMOHUPOBAHUS.

IIpaBuiaa  pa3rpaHuYeHusi  JAOCTYNa—  COBOKYINHOCTh  TPaBHI,
perJaMeHTHPYIOIIUX MpaBa JOCTyIa CyOBbEKTOB 10CTyNa K 00bEKTaM JA0CTYIIA.

IIporpamMmMHas 3aKJIaiKa— KOJ IPOrpaMMBbl, IIPETHAMEPEHHO BHECEHHBIN B
IporpaMMmy C LENbI0 OCYIECTBUTh YTEUKY, U3MEHUTh, OJJOKUPOBATh, YHUUTOXKHUTH
“HOOPMAITNIO WIIH YHUYTOXHUTh U MOJIUDHUIIMPOBATH MPOrPaMMHOE OOeCriedeHue
WHOOPMAITMOHHONW CHUCTEMBI TIEPCOHAJBHBIX JAHHBIX W (WM) OJOKHPOBATH
anmnapaTHbIE CPEICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/IeHCTBHE—
HECAaHKIIMOHUPOBAaHHOE  BO3JEWCTBHE HAa  pPECypCchl  aBTOMATH3MPOBAHHOM
MH(POPMAIIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C HCIIOJIb30BAHUEM BPEIOHOCHBIX
MIPOTrPaMM.

PackpbiTHe TEPCOHANBHBLIX [JAHHBIX— YMBIIUICHHOEC WIW CIIy4alHOe
HapyllieHue KOHPUACHIMATbHOCTH EPCOHANIBHBIX TaHHBIX.
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PacnpocTpaHeHue nmepCcOHAJIBbHBIX IaAHHBIX— JICHCTBUS, HAPABICHHbBIC HA
nepefady MEepCOHAJIBHBIX JIAaHHBIX ONpEACICHHOMY Kpyry Il (mepenaya
MEePCOHANBHBIX JAHHBIX) WM HAa O3HAKOMJICHHE C MEPCOHAJIbHBIMU JTAHHBIMU
HEOTPAaHUYEHHOTO Kpyra JIMil, B TOM 4YHCIEe OOHApOJOBaHHE MEPCOHAIBHBIX
JAHHBIX B CPEJCTBaX MacCOBOM MH(OpMalMH, pa3MelleHre B WHPOPMAIIMOHHO-
TEIEKOMMYHHUKAIIMOHHBIX CETAX WJIM MPEIOCTABICHUE JOCTYIAa K MEPCOHATbHBIM
JTAHHBIM KaKUM-JTHOO UHBIM CITIOCOOOM.

Pecypc uHpOpMAUHMOHHOM  CHCTEeMbI—  WMEHOBAHHBIN DJIEMEHT
CHUCTEMHOI0, MPHUKIAIHOTO WJIU amnmapaTHOro obecrnedyeHus (yHKIIMOHUPOBAHUS
UH()OPMAIIMOHHONU CUCTEMBI.

CrnenuajibHble KATEroOpuH IMEPCOHAJIBHBIX [JAHHBIX— TI€PCOHAJIbHbBIC
JaHHbIC, KACAIOIINECS PACOBOM, HAIIMOHAJIBHOW MPUHAIIEHKHOCTH, MOJUTHYECKUX
B3TJISAJIOB, PEIUTHO3HBIX WIH (PUIOCOPCKUX YOEKIECHUN, COCTOSHUS 3I0POBBS U
WHTUMHOM >KU3HU CYOBEKTa MEPCOHATBHBIX JaHHBIX.

CpencrBa BbIYUCJIUTEIbHOM TeXHUKH— COBOKYITHOCTh NMPOTPAMMHBIX U
TEXHUYECKUX  DJEMEHTOB  CHUCTEM  O00pabOTKM  JaHHBIX,  CIIOCOOHBIX
(G YHKIIMOHUPOBATH CAMOCTOSITEILHO HJIM B COCTABE JIPYTUX CUCTEM.

Cy0bekT mocryna (cy0ObeKT)— JMIO WIM MPOLECC, ACHCTBUS KOTOPOTO
periIaMeHTUPYIOTCS MPaBUIaMU pa3rpaHUUuCHUs IOCTYIIA.

TexHnueckuii KaHajJd yTe4kM HH(pOPMANUM— COBOKYITHOCTH HOCHUTENS
uHpopmanmu (cperncrtsa o0pabOTKH), (U3MYECKOM Cpenbl paclpoCcTpaHEHUs
MH(GOPMATUBHOTO CHUTHAJA W CPEACTB, KOTOPBHIMU JOOBIBaE€TCS 3alluIliaeMas
uHdOpMaIus.

TpancrpanuyHas mepegadya MNepPCOHAJBHBIX [JaHHBIX— Iepefada
NepCOHANBbHBIX JNaHHBIX mnoJb3oBateneM WCII[IH wyepe3 IT'ocymapcTBEeHHYIO
rpanuny Pocculickorn depepanuy opraHy BIJIIACTH WHOCTPAHHOI'O TOCYIApCTBa,
buznUecKOMy WU IOPUTUIECKOMY JTUILY MHOCTPAHHOT'O TOCYIapCTBa.

Yrpo3sl 0€301aCHOCTH MEPCOHATBHBIX JAaHHBIX— COBOKYITHOCTb YCIIOBHI
u (GaKTOpoOB, CO3MAIOIIUX OMACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIIE
CIIy4allHOTO, JIOCTyNa K MEPCOHAIbHBIM AAHHBIM, PE3YJbTATOM KOTOPOTO MOXKET
CTaTh YHHUTOXXCHHE, N3MEHEHUE, 0JIOKMPOBAaHNE, KOIMPOBAHUE, PACTIPOCTPAHCHHE
MIEPCOHAIBHBIX TAHHBIX, a4 TAKKE WHBIX HECAHKIIMOHUPOBAHHBIX JIEHUCTBUN IIPU UX
00paboTke B HHGOPMAITMOHHON CHCTEME TIEPCOHAIBHBIX JaHHBIX.

YHHMUTOKEHHE TMEePCOHAJBHBbIX JAAHHBbIX— JCHUCTBUA, B  PE3YJIbTaTe
KOTOPBIX HEBO3MO>XHO BOCCTAaHOBUTH COJEpP)KAHUE INIEPCOHAJIBHBIX JaHHBIX B
WH()OPMAITMOHHON CHCTEME TIEPCOHAIBHBIX JAHHBIX WU B PE3yibTaTe KOTOPBIX
YHHUUYTOXKAKOTCSI MATEPUATBHBIE HOCUTEIIN IEPCOHATIBHBIX JAHHBIX.

Yreuka (BamuuiaemMoi) HMHEPOPMALMH MO0 TEXHHUYECKHMM KaHaJaM—
HEKOHTPOJUPYEMOE pPACTIPOCTPaHCHHE WH(OPMAIMA OT HOCUTENS 3aIllUIIacMOM
nHpopMamuu  4yepe3  (PUIMYECKYIHO Cpeay JI0 TEXHHYECKOTO CpeJCTBa,
OCYIIECTBIISIFOIIETO TIEpeXBaT HH(POPMAITUH.

Ya3BUMoOCTb— CJ1a0OCTh B CPEACTBAX 3allUThl, KOTOPYID MOXHO
MCIIOJIb30BaTh JJIsl HAPYLIEHUS CUCTEMBI WM cojJiepKalieics B Hel nHdopMaium.

HenocTtHocTh MHGOPMAUMHU— CIOCOOHOCTH CPEJCTBA BBIUMCIUTEIIBHOM
TEXHUKU WU aBTOMAaTHU3WPOBAHHOW CUCTEMbI 00€CII€YMBATh HEM3MEHHOCTh
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uHPOpMAIIMU B YCIOBUSX CIY4alHOTO W/HWIW TPEAHAMEPEHHOTO HCKAKEHUS
(pa3pytienus).
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OBO3HAYEHUSA U COKPALHIEHUSA

ABC — aHTUBHUpYCHBIE CPENCTBA

APM - aBTOMaTH3upoBaHHOE pabouee MeCTO

BTCC — BcrioMorareibHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCII I — nadopMaIimoHHas CHCTEMa TIEPCOHATBHBIX TAHHBIX
K3 — konTponupyemas 30Ha

JIBC — nokasnbHasi BBIMUCIUTEIBHAS CETh

MDD — mexceTeBor IKpaH

HC/I — HeCaHKIMOHUPOBAHHBIN TOCTYII

OC — onepanrioHHas cucrema

I1/1# — nepconayIbHbBIE TaHHbIE

IIMB — nporpaMMHO-MaTeMaTH4eCKOE BO3CHCTBUE

1O — nporpammHOe obecrieyeHne

[TOMHH — noOoYHbIE 3MEKTPOMArHUTHBIE U3ITyYEHHS K HABOAKU
CA3 — cucrema aHaam3a 3alIUIICHHOCTH

C3U — cpeacTna 3amuThl HHGOpMATUU

C3I11— cucreMa (moicucTeMa) 3alUThI TEPCOHATBHBIX TAHHBIX
COB — cucrema 00Hapy>KeHHsI BTOPKEHU N

TKYU — TexHnueckue KaHajbl yTeuku HH(opMalm

VYBII/Is— yrpo3sl 0€301MacHOCTH MEPCOHATLHBIX JAHHBIX
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BBEJIEHUE

Hacrosmass Ilonutuka wuHOpMaMOHHONW O0€30MaCHOCTH  MYHMIIMIAIBHOTO
Or0KEeTHOro 00111e00pa3oBaTebHOrO yupexxkaenuss r. Actpaxanu « COLI Ne 7»
(manee — IlIkona ) siBisieTCsl OPUIHMATBHBIM JJOKYMEHTOM

[lonutuka pa3zpaboTaHa B COOTBETCTBUM C LEMSIMH, 3aJa4aMu U
MpUHIMIAMHU o0ecriedeHus: 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX M3JI0KEHHBIX B
Konnenmuu nndopmanuronnoit 6e3omnacHocta UCIIJI IIkomnsr -

[lonutuka pa3zpaboTraHa B COOTBETCTBUM C TpeOoBaHusMu DenepanbHOro
3akoHa oT 27 wutons 2006 r. No 152-®3 «O mnepcoHaNbHBIX JaHHBIX» H
nocranosnenus: [IpaBurensctBa Poccuiickoii @enepaunu ot 11 Hos0ps 2007 r.
Ne 781 «O6 yrtBepxkaenun Ilomoxenuss o0 obOecniedyeHUrn O€30MACHOCTH
NEPCOHATBHBIX JAHHBIX MPU HX 00paboTke B HWH(OOPMAIMOHHBIX CHCTEMAaX
NEPCOHATBHBIX JaHHBIX», HA OCHOBAHHH:

o «PexkomeHnpganuii mo oOecreyeHUI0 0O€30MacHOCTH  MEePCOHATBHBIX
JaHHBIX TpU UX 00paboTke B HHPOPMALMOHHBIX CHUCTEMAX
NEPCOHATBHBIX JTAHHBIX», YTBEPXKIECHHBIX 3aMECTUTENIEM TUPEKTOpPa
®OCTDOK Poccun ot 15.02.2008 r.;

o «TumoBbix TpeOOBaHMII MO  OpraHM3alMu U  OOECHEUYCHHIO
GYyHKIMOHUPOBaHUS UMPOBATBHBIX (KPUNITOTPpAPUIECKUX) CPEJACTB,
NpelHa3HAYeHHBIX IS 3allUThl HMHPOPMAIMM, HE COJAepXKalie
CBEJICHUHM, COCTABJISIIONIMX TOCYJApCTBEHHYIO TaillHy B ciy4yae U3
UCIIOJIb30BaHU I oOecrieueHnst 6€30MacHOCTH MEPCOHANIBHBIX TAHHBIX
npu ux o0paboTke B WHGOPMAIMOHHBIX CHUCTEMax IMEePCOHAIBHBIX
JTAHHBIX», yTBepXkaeHHbIX pykoBojactBoM 8 Ilentpa ®CB Poccuun
21.02.2008 . Ne 149/6/6-662.

B Tlonutuke ompenenensl TpeboBanus k mnepcoHany WCII[IH, cremneHb
OTBETCTBEHHOCTH  II€PCOHANa,  CTPYKTypa M  HEOOXOAWMBIH  ypOBEHb
3alMIIEHHOCTH, CTaTyC W  JIOJDKHOCTHBIE  OOSI3aHHOCTH  COTPYIHHUKOB,
OTBETCTBEHHBIX 3a obecrieueHue 06€30macHOCTH NePCOHANBHBIX HaHHBIX B UCIIIH
[Ixomsl.

Crpanuna 10 u3 24



1. O0mme noJ10KeHus

Henvto Hacrosmeir [lonutuku sBiseTca obOecnedyeHue O€30MacHOCTH
00beKkTOB 3amuThl [[lkonsl OT BCEX BHUIOB Yrpo3, BHEIIHUX U BHYTPEHHUX,
YMBIIIJIEHHBIX W HEMpeIHAMEPEHHBIX, MUHUMHU3AIUA yiiepda OT BO3MOXKHOM
peanuzanuu yrpo3 6ezonacuoctu [1Jn (YBII/IH).

be3zonacHOCTh TEPCOHANBHBIX JAHHBIX JTOCTUTACTCS MYTEM MCKIIOUCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4aHOro, JIOCTyNa K MEPCOHAIbHBIM
JAHHBIM, PE3YyJIbTaTOM KOTOPOTO MOXKET CTaThb YHUUYTOXKEHUE, W3MEHEHHE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHECHHE MEPCOHATBHBIX JAHHBIX, & TAKKe
WHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUI.

Nudopmaiust u cBs3aHHBIE C HEW pecypchl MOHKHBI OBITH JOCTYIHBI JIJIs
aBTOPU30BAHHBIX TMOJib30oBaTeNel. JIOMKHO OCYIIECTBISATHCS CBOCBPEMEHHOE
oOHapy>xeHue u pearupoBanue Ha YBII/IH.

JIOJDKHO ~ OCYIIECTBISATHCS — NPEJOTBpAIICHUE MPEAHAMEPEHHBIX WM
CITy4alHbBIX, YACTUYHBIX WJIM TIOJHBIX HECAHKIIMOHUPOBAHHBIX MOJIU(DUKAIINKN WK
YHUYTOXKCHHS JAHHBIX.

CocrtaB 00BbEKTOB 3alTUTHI TIpecTaBieH B [lepeuHe mepcoHAbHBIX JAaHHBIX,
NOIeKAIUX 3alUTE.

CoctaB UCIIIH, nognexaimux 3amure, npeacrasieH B [lepeuens UCIIH.
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2. O0JacTh 1elcTBUA

TpeboBanusi Hactosmei [loauUTUKM  pacHpoCTpaHAOTCA HAa  BCEX
COTPYIHUKOB MYHULUIAIBHOTO OI0KETHOTO 0011e00pazoBaTeIbHOrO
yupexaenus r. Actpaxanu « COILI Ne 7» (mITaTHBIX, BPEMEHHBIX, paOOTAIONIUX
M0 KOHTPAKTY U T.II.), & TAKXKE€ BCEX MPOUYUX JUL (OAPSAUUKH, Ay TUTOPHI U T.I1.).
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3. Cucrema 3alIUThI NEPCOHAIBHBIX TAHHBIX

Cuctema 3amutbl mnepcoHalnbHbIX JaaHHbIX (C3II[IH), cTpouTcs Ha
OCHOBaHUMU:
e [lepeuHsa nepcoHaIbHBIX JAHHBIX, MOJIEKALIIUX 3AIIUTE;
e Axkrta kiaccupukanuu HUHPOPMAIMOHHON CHUCTEMBI TEPCOHATBHBIX
JAHHBIX;

e Mogenu yrpo3 6€30MacHOCTH MEPCOHATBHBIX JIAHHBIX;

o JlonoxkeHuss O pa3rpaHUYCHUN TIpaB JOCTyNa K 00pabaTbiBaeMbIM
NEPCOHAIIBHBIM JJAHHBIM;

e PyxoBoasuux 1okymeHTOB @PCTOK u ®Cb Poccum.

Ha ocHOBaHuU ATUX JOKYMEHTOB OMPEAEIICTCS HEOOXOIUMbIH YPOBEHB
amumieHHocty  IIJIn kaxnaon WCIIJn Illkonmer Ha ocHOBaHWM aHanu3a
aKkTyalbHBIX yrpo3 Oe3omacHoctu [1/lH, onucanHoro B Moaenu yrpos, Aenaercs
3aKJTIOUYEHHE O HEOOXOJUMOCTH WCIOJIb30BAHUS TEXHUYECKUX CPEACTB H
OpraHU3aIlMOHHBIX  MEPONpHUATHN aia  obOecrieueHuss Oe3omacHocTH  [1JIH.
BriGpannbie He0OX0OAMMBIE MEPOTIPUSITHSI OTpakaroTcs B [lmane MeponpusaTuii mo
obecrieuenuto 3amuthl [1)1H.

Hns xaxnorr UCIIH nomkeH OBITh COCTABJICH CIHCOK HMCIOJIB3YEMbIX
TEXHHUYECKUX CPEACTB 3alllUThl, a Takke NPOrpaMMHOro obOecriedeHus,
ydacTBytomiero B oopadotke I1/]x, Ha Bcex anemenTax UCII/H:

e APM nonp30BaTelei;

CepBepa NpunoKeHu;

CYB[;

I'panuna JIBC;

Kananop mepemaun B cetm O0OIIEro TMONB30BaHUS U (WIH)
MEXTyHApOIHOTO 0OMEHa, eCJii 1o HUM niepenarotcs [1J1H.

B 3aBucumocTtu ot ypoBHs 3amuiieHHocTH MCIIIH u akTyalbHBIX yIrpos,
C3I1IH MOXeT BKJIIOYATh CICAYIONIUE TEXHUUECKUE CPEICTBA:

® AHTUBHUPYCHBIC CpEICTBAa Ui pabO4YMX CTaHIMK TOJb30BaTeNeld |

CEpPBEPOB;

® CpPEACTBA MEXCETEBOIO SKPAHUPOBAHUSI;

® CpeACTBa KPHUNTOTPAaPUUECKON 3amuThl WHGOPMAIMKM, MPU Tepenaye

3amunaeMoi nHGopMaIuy 1Mo KaHajaM CBS3H.

Takxe B CHOUCOK JODKHBI OBITh BKIIOYEHB (DYHKIIMHM  3allUTHI,
oOecrieunBaeMble IWITAaTHBIMU cpefcTBaMu  00paboTku [IJ[H omepammoHHBIMU
cucremamu  (OC), mnpuxnagapiM [IO0 u  cnenuanbHBIMH — KOMILJIEKCAMH,
peanu3yroUMH cpeicTBa 3amuThl. CIIUCOK (DYHKIIHI 3aITUTHl MOYKET BKITFOYATh:

® VIPABJICHUE U pa3rPaHUUCHUE JOCTYIA MTOJIb30BATEIIEH;

® PETHCTPAIUIO U yUeT NEHCTBUH ¢ MHPOPMAIIHEH;

e o0ecrneunBaTh IEIOCTHOCTD IAHHBIX;

® [POU3BOJUTH OOHAPYKEHUN BTOPKEHUH.
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CHOMCcoK HMCHOJIB3YEMBIX CPEACTB JOJKEH INOAJNEPKUBATHCA B AKTYyaJIbHOM
coctossHUU. lIpu H3MEHEHMM cocCTaBa TEXHUYECKHX CPEACTB 3allUThl WIIH
sanemeHToB MCII/IH, cOOTBETCTBYyIOLIME H3MEHEHHUS JOJKHBI ObITh BHECEHBI B
Coucok u yTBepkAEHBI AUpEKTOpoM IIIKOJIBI WM JHMIOM, OTBETCTBEHHBIM 3a
obecrieuenue 3anuThl T1/1H.
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4. TpedoBanus k noacucremam C3IIn

C3I1/IH BktouaeT B ce0s CASAYIOMINE TOJACUCTEMBI:
yIPaBJICHUA JOCTYIIOM, PErUCTPALIUU U YUETa;
oOecreyeHus HeI0CTHOCTH U JJOCTYITHOCTH;
AHTUBUPYCHOU 3aILUTHI;
MEKCETEBOI0 HKPAHUPOBAHMUS;
aHaJIM3a 3alUIIEHHOCTH;
0oOHapy»XeHUs BTOP>KEHU;
KpunTorpapuyeckoil 3auiuThl.
[Moncucrembr C3II[IH uMerOT pa3iuyHbld (PYHKIIMOHAT B 3aBUCHMOCTH OT
ypoBHs 3amuiieHHoctn WCII[H, ompeneneHHoro B AKTe KiIacCHU(pUKALUU
MH(GOPMAILIMOHHON CUCTEMBI IEPCOHANBHBIX TAHHBIX.

4.1 lloncucreMbl yIpaBjieHUs JOCTYIOM, PETHCTPALIMH U YYeTa

[TogcucreMa ymnpapiieHHS JOCTYIIOM, PETUCTPAIlMUA U ydyeTa MpeaHa3HadeHa
JUTSL pea3aliiy CIIeTYONUX ()YHKITUN:

e WICHTHU(UKAIMA U MPOBEPKa TMOJJIUHHOCTH CYOBEKTOB JOCTyMa MpU

Bxojie B UCIT/IH;

® uyaeHTU(UKAIIMN TEPMHUHAJIOB, Y3JIOB CETH, KaHAJOB CBSA3U, BHEITHUX
YCTPOWCTB MO JIOTUYECKUM UMEHAM;

® uyaeHTU(UKAIIMU TPOrPaMM, TOMOB, KaTajoroB, (aiyioB, 3ammcei, mnomiei
3amucei 1o UMEHaM;

e perucrpanud Bxoja (BbIXOJa) CYOBEKTOB JOCTyNa B cHCTeMYy (U3
CUCTEMBI), JMOO  perucrTpanus 3arpy3kd W  WHULIHAIU3AIAH
ONEPAIMOHHON CUCTEMBI U €€ OCTAHOBA.

® pErucTpauuy NOMNBITOK JOCTYyNa MPOTPAMMHBIX CpPEACTB (IIPOTrpamMm,
IIPOIIECCOB, 3aJ1a4, 33JIaHKi ) K 3aIHUIIaeMbIM (aiiaam;

® pErucTpanuu MOMBITOK JIOCTyNa MPOrpaMMHBIX CPEACTB K TEPMHUHAJIAM,
KaHajaM CBSI3U, MporpaMMaM, TOMaM, KaTaioram, ¢aiaam, 3amucsm,
IIOJISIM 3aIHCEN.

[Toncucrema ympaBieHHs TOCTYIIOM MOXKET OBITh peain30BaHa ¢ MOMOIIBIO
MITaTHBIX cpencTtB oOpabotku [IJIH (omepallMOHHBIX CHUCTEM, MPUIIOKEHUNU H
CYB/). Tak xe MOKEeT ObITh BHEPEHO CIEIUATbHOE TEXHUUYECKOE CPEICTBO WIIU
UX KOMILJIEKC OCYLIECTBISAIOUIME JOMOJHUTENIbHbBIE MEpPhl N0 ayTeHTHU(UKAIUU U
KOHTposto. Hanpumep, mHpuMeHEHHE €IUHBIX XPAHWIUIL YYETHBIX 3aIlucei
MOJIb30BaTeINeH u pPErucTpaMoOHHON uH(bOopMaImy, HCIIOJIb30BaHUE
OMOMETPUYECKUX M TEXHUUYECKHX (C TMOMOIIBIO JJIEKTPOHHBIX TMPOMYCKOB) MEp
ayTeHTU(HUKAIUN U APYTHX.

Crpanuna 15 u3 24



4.2 Tloncucrema odecnevyeHHus HEJOCTHOCTH U IOCTYIIHOCTH

[Togcucrtema oOecrnieyeHUs] MEIOCTHOCTU U JOCTYITHOCTH TMpeAHa3HAuYeHa
s obecrniedeHUs EIOCTHOCTH ©  noctynHoctd IIJIH, mnporpamMMHBIX U
anmapatHeix cpeacts HMCIIJIn Ikonbl, a Takxke CpPEACTB 3alllUThl, MpHU
CIly4ailHOW UM HAaMEPEHHOW MOU(pUKAIIY.

[loncucrema peamu3yercs C NOMOLIBI0  OPraHU3alMU  PE3EPBHOTO
KOMMUPOBaHUS 00pabaThIBAEMbIX JNAHHBIX, & TAKXKE PE3CPBUPOBAHUEM KITHOUEBBIX
anemeHToB UCII/IH.

4.3 lloncucreMa AaHTUBHPYCHOM 3aIIIUTHI

[loncucrema aHTHBUPYCHOM 3alllMThl MpeIHAa3HauyeHa s olecreyeHus
aHTUBUpPYCHOM 3amuThl cepBepoB U APM mnonb3oBareneit MCIIJn IIkomsl
CpencTtBa aHTUBUPYCHOM 3allMTHl MPEAHA3HAYEHBI JUIS PEAM3ALUM CIIECIYIOIUX
byHKIUI:
® PE3UJICHTHBIM aHTUBUPYCHBI MOHUTOPUHT;
® AHTHUBUPYCHOE CKAaHUPOBAHUE;
® CKpUIIT-O0JIOKUPOBAHUE;
® IICHTPAIN30BAHHYIO/YIAJICHHYIO YCTAaHOBKY/AEUHCTAILIALIUIO
AHTUBUPYCHOI'O IIPOYKTA, HACTPONKY, A AIMUHUCTPUPOBAHUE, IPOCMOTP
OTYETOB U CTATUCTHUYECKON MH(POPMALUH 110 paboTe MPOAYKTa;

® aBTOMAaTHU3MPOBAaHHOE OOHOBJIEHUE AaHTUBUPYCHBIX 0a3;

® OrpPAaHUYCHHUE IIPaB MOJb30BATE Ha OCTAHOBKY UCIIOJIHAEMBIX 3a/1a4 U
M3MEHEHUS] HACTPOEK aHTUBUPYCHOT'O MPOTrPAaMMHOI0 00ECIICUEHNUS;

® AaBTOMATUYECKMM 3aIllyCK Cpasy IIOCJIe 3arpy3Kd OIEpallMOHHOMN
CUCTEMBI.

IloacucreMa peanu3yeTcs IyTeM BHEAPEHUS CIELUAIbHOTO AHTUBUPYCHOIO
nmporpaMMHOro obecrieuenus Ha Bce 3neMenTsl UCIT/IH.

4.4 TloacucreMa MeKCeTeBOr0 IKPAHUPOBAHUS

[Toncucrema MEKCETEBOTO IKPAaHUPOBAHUS MPEAHA3HAYECHA TSI PeaTU3aiiu
CIeAyImuX ()yHKITHA:

e (umpTpamuu OTKpHITOro M 3ammdppoBaHHOro (3akpbiToro) IP-tpaduka
0 CIIEYIOIIUM TTapaMeTpam;

e (ukcanmmu BO BHYTPEHHHX >KypHaJlax HH(POPMAIMA O MPOXOISAIIEM
OTKPBITOM 1 3aKpbIToM IP-Tpaduxke;

e uyaeHTU(QUKAIMU U ayTEHTU(MUKAIUIO aJMUHUCTPATOPA MEXKCETEBOTO
9KpaHa MPH €ro JIOKATHHBIX 3aMpocax Ha JOCTYII;

® perucTpanuu Bxojaa (BBIXO/Ja) aJIMHHHCTPATOPa MEKCETEBOTO dKpaHa B
cucTteMy (M3 cucTeMbl) JIMOO 3arpy3Kd U WHUIMATU3AINU CUCTEMBI U €€
MIPOTrPaMMHOTO OCTAHOBA;
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® KOHTPOJII UEJIOCTHOCTH CBOEM NPOrpaMMHOM M HMH(POPMALMOHHOM
4acTH;

e (umpTpalluM NaKeTOB CIY>)KEOHBIX MPOTOKOJIOB, CIyXKallUX IS
JUArHOCTUKU U YIPABICHUS pabOTON CETEBBIX YCTPOUCTB;

e (umbTpanuu ¢ y4eTOM BXOJHOTO M BBIXOJHOTO CETEBOro MHTep(eiica
KaK CpeJICTBO MPOBEPKHU MOAJIMHHOCTH CETEBBIX aJPECOB;

® pErucTpanuy M ydyeTa 3anpaiiuBaeMblX CEPBUCOB MIPUKIIATHOTO YPOBHS;

e OJIOKMpOBaHUSA JOCTYNa HEUJECHTU(PULUHUPOBAHHOTO OOBEKTAa WU
CyOBeKTa, TOMJMHHOCTH KOTOPOrO TMpU  ayTeHTU(UKAUU  He
NOJITBEPANIACH, METOJAMH, YCTOMUYHMBBIMU K MEPEXBATY;

® KOHTPOJII 32 CETeBOM AaKTUBHOCTBIO NPUIOXKEHUM U OOHAapyKEHHS
CETEeBBIX aTaK.

[loncucrema  peanuszyercs  BHEAPEHMEM  IPOrpaMMHO-aNMapaTHBIX

KOMIUIEKCOB MEXXCETEBOr0 dKpaHupoBanus Ha rpanuue JIBC, knaccom He Huxe 4.

4.5 TMoacucreMa aHAJIN3A 3AIMMIIEHHOCTH

Iloncuctema aHanM3a 3alUIIEHHOCTH, JOJKHA OOECIEUMBAThH BbBISBICHUS
ySI3BUMOCTEH, CBsA3aHHBIX ¢ ommOkamu B koH¢urypauuu 10 UCII[AH, koTtopbie
MOTYT OBITh UCTIOJIb30BaHbl HAPYIIUTEIEM JUUIS peaIu3alii aTakKl Ha CUCTEMY.

@OyHKIMOHAJ TOACUCTEMBl MOXET OBbITh peaJu30BaH MPOrpaMMHBIMU U
[IPOrpaMMHO-AIIAPAaTHBIMUA CPEICTBAMM.

4.6 Iloacucrema oOHAPYKEHUSI BTOPKEHU

[TogcucremMa oOHapyKeHUs BTOPKEHHUH, JOJDKHA 00ECIICUMBATH BBISIBJICHUE
cereBoiX arak Ha »3aeMeHThl HMCII[lH nDoakitodYeHHBIE K CETIM  OOIIero
M0JIb30BaHM U (WJIM) MEKTyHAPOHOTO OOMEHa.

OYHKIIMOHANT TOJCUCTEMBI MOXXET OBITh peaju30BaH IPOTPAMMHBIMH U
pOTrpaMMHO-aIMnapaTHBIMU CPEACTBAMU.

4.7 Ilogcucrema KpUNTOrpapuuecKou 3anThHI

[Toncucrema kpuntorpaduUecKoil 3aUTHl TPeTHA3HAYCHA JIJIST UCKITIOYCHUS
HCJI x 3ammumaemoit undopmaruu B UCI[Iu lkonsl , mpu ee mepemaud 1o
KaHaJaM CBSA3U ceTel 0011ero NoJib30BaHUA U (MJIM) MEXKAYHAPOJIHOTO OOMEHA.

[Toncucrema peanusyetcst BHEAPEHUS KPUNTOTpadUUECKUX MPOTPAMMHO-
anmapaTHbIX KOMIIJIEKCOB.
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5. IlMoab3oBaTeau UCIIn

B Konuenuun wuHGOpMALMOHHON O0€30MaCHOCTH ONpPENENeHbl OCHOBHBIE
KaTeropuu mnoJjb3oBareneil. Ha ocHOBaHMM ATHX KaTeropuu JOJKHA OBITh
npousBeneHa tunuzauus mnons3oBatenet MCII/IH, omnpeneneH uX ypOBEHb
JTOCTYTIa U BO3MOXHOCTH.

B HUCIIImx IIkombl  MOXHO  BBIICIUTH  CIECAYIOIIHE  TPYHIBI
M0JIb30BaTelIel, y4acTBYIOIUX B 00paboTke U xpaHeHuu [1/1H:

e Anmunuctparopa UCII/H;

e [lonp3oBarens UCII/IH;

JlaHHplE O Tpynmax IOJb30BaTENsIX, YPOBHE WX  JOCTyna |
MH(GOPMHUPOBAHHOCTH JOJKEH ObITh oOTpaxkeH B PazpemurtensHoil cucreme
J0CcTyna COTPYAHMKOB K pecypcaM HH(QOPMALMOHHBIX CHUCTEM MEPCOHAIBHBIX
JNAHHBIX, MpuHaanexamux lkoie .

5.1 Aamunuctpatop UCIIAn

Anmvunnctparop HWCIIJe— corpyanuk IIkoabl , OTBETCTBEHHBIM 3a
HACTpOWKy, BHeapenue u  comnpoBoxaenue  MWCII[IH.  ObecneuyuBaet
byHKIIMOHUpPOBaHWE  ToJcUcTeMbl  ympasienus jgoctynom  HUCIIJln  u
YIOJIHOMOYEH OCYHIECTBIIATh MPEIOCTABICHUE M pa3rpaHUYEHUE JOCTyma
[Tonw3oBarens UCIT{Hk aneMeHTam, XpaHAIIUM IEPCOHAIIbHBIE TaHHBIE.

Anmunuctparop HCII[H o6namaer cleqyromuM YpPOBHEM JOCTYIa W
3HAHUM:

e oOmamaer mONHOM wuHPOpMAIME O CHUCTEMHOM U MPHUKIATHOM

nporpammaoM obecnieuennu UCII/H;

e o0OnamaeT moJMHOW wWHPOpPMAIUEH O TEXHUYECKHUX CPEJACTBAX H

koHpuryparnuu UCII/IH;

® HMEEeT JOCTYIl KO BCEM TEXHHUYECKHM CpelcTBaM  00pabOTKH

uHdopmanmu u naaaeiM UCIT/IH;

e oOmamaeT TpaBaMU  KOH(PUTYPUPOBAHMS W  aIMUHUCTPATHUBHOU

HacTpoiiku Texuuueckux cpeacts UCIIIH.

5.2 Moan3oBatear UCII/In

[Tons3zoBatens MHCIIAn - corpyanuk Illkonsl , ocyliecTBIAsSIOMMI
obpabotky IIJIn. O6paborka II/I[H BKIFOYaeT: BO3MOXKHOCTH mpocmoTpa II/[H,
pyunoit BBog I[1/ln B cucremy MCII/H, dhopmupoBaHue crnpaBOK M OTYETOB IO
unpopmarmu, nonyuennon wu3 HWCIIIA. TlomszoBarens WCII[H HE wnMmeeT
MOJITHOMOYHMU JIJIs1 ypaBieHus nogcucreMamu oopadotku qanubix 1 C3I11H.

[Tonw3oBarens UCIIJIH o6nagaeT cieayronuM ypoBHEM AOCTYIIAa U 3HAHUM:

e o0nagaeT BceMU HEOOXOJIUMBIMH aTpuOyTaMu (HAmpUMEp, MapoJieM),

o0ecrneYnBalOIIMMU JOCTYII K HEKOTOpOMY noaMHOkecTBY [1/1H;
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e pacnojaraecT KOH(PUICHIUAIbHHIMU JaHHBIMU, K KOTOPBIM HMEET
JOCTYIL.
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6. TpeOoBaHus Kk mepcoHasy no odecnevyeHuio 3amuThl [1/{n

Bce corpyanukm Ikonbl, sBusatomuecs nonab3oBatensimu  MCII/IH,
JOJDKHBI 4YETKO 3HAaTh M CTPOTO BBINOJHATH YCTAHOBJICHHBIE TMpaBUJIa U
0053aHHOCTH O AOCTYNY K 3alIUIIAEMbIM OOBEKTaM U COOJIIOJICHUIO MPUHSATOrO
pexuma 6e3omacHoctu [1]1H.

[Ipu BcTymieHUHM B JOMKHOCTH HOBOTO COTpyAHMKA OTBETCTBEHHBIM 3a
00pabOTKy OpraHU30BBIBAET €r0 O3HAKOMIIEHHE C BHYTPEHHUMHU JOKYMEHTAMH 10
00paboTKe MEepPCOHANBHBIX JAHHBIX, KACAEMO €ro JOJKHOCTH, a Takke oOydeHue
HABBIKAM BBITOJTHEHUsI TIPONEAYpP, HEOOXOAUMBIX IS CAHKIMOHUPOBAHHOTO
ucnosbzoBanus UCIIIH.

CoTpyaHUK JODKEH OBITh O3HAaKOMJEH CO CBEJACHMSIMHU HACTOSIIEH
[Honutuku, npuHATHIX poreayp padotsl ¢ anementamu UCIIAn u C3I1/]H.

Corpynuuku  IlIkonsl , HUCHOOJAB3YIOIIME  TEXHUYECKHE  CpENICTBA
ayTeHTU(UKAIIUKA, JIOJDKHBI 00ECIeurBaTh COXPAHHOCTh HIAECHTU(PUKATOPOB
(anmexkTpoHHBIX Kitouel) u He ponyckarh HCJl k HUM, a Tak)ke BO3MOXKHOCTb HX
yTepU WM  HCHOJB30BaHMS  TpeTbUMHU JunaMu. Ilojmb3oBaTenum  HeECyT
NEPCOHATIBHYIO0 OTBETCTBEHHOCTh 332 COXPAHHOCTh UJIEHTU(DUKATOPOB.

Corpynnuku IlIkonasl J0MKHBI ClieIOBaTh YCTAHOBJICHHBIM MPOILEAypam
nojajepxkanusi pexkuma Oe3omacHoctd [IJ[H mpu BbIOOpE W HCMOIB30BaHUU
naposeil (eciu He UCTIONB3YIOTCS TEXHUYECKHUE CPEJICTBA ayTeHTU(DHUKAIINN).

Corpyanuku  IlIkoasl JODKHBI OOECHEYMBATH HAJISKAIIYIO 3alIUTY
000pyAOBaHMs, OCTAaBIAEMOro 0e3 MPUCMOTpPa, OCOOCHHO B TEX CIydasiX, KOTla B
NOMENIEHNE UMEIOT IOCTYI MOCTOPOHHUE Jula. Bee monb30BaTenn JOMKHbI 3HATH
TpeboBanusa 1o Oe3zonmacHoctu [I/lH M mpouexypbl 3amMTBl 00OPYAOBaHMS,
OCTaBJICHHOTO 0€3 MPUCMOTPA, a TAKKE CBOU 00S3aHHOCTH 10 00ECTICUCHHUIO TaKOM
3aIIUTHIL.

CorpynHHKaM 3alpeniaeTcs YCTaHaBJIMBAaTh IOCTOPOHHEE IPOrpaMMHOE
oOecrieueHue, TMOJKIIOYATh JIMYHbIE MOOWIBHBIE YCTPOMCTBA M HOCHUTENH
UHGOpPMAIINH, a TAKXKE 3aITUChIBATh HA HUX 3aIUIIAEMYI0 HHHOPMAIIHIO.

CoTpyaHukaM 3ampemiaercs pasriiamarh 3alluilaeMylo HH(opmaluio,
KOTOpasi cTajla UM H3BECTHAa Npu padoTre ¢ WHGOPMAIMOHHBIMU CHUCTEMaMU
[IIxonBl , TPETHUM JIMLIAM.

[Tpu pab6ote ¢ I1/Jlu B UCII[In cotpyanuku Illkonbr 06s3aHbl 00eceunuTh
OTCYTCTBHE BO3MOXHOCTH npocMotpa [IJ[H TpeTbumMu nuiamu ¢ MoHuTOpoB APM
WJIUM TEPMUHAJIOB.

[Tpu 3aBepmiernn pabotsl ¢ UCII/IH coTpyaauku o0s3aubl 3amututh APM
WJIM TEPMUHAJIBI C TIOMOILBIO OJIOKMPOBKH KJIFOUOM WJIM SKBHUBAJEHTHOI'O CPEACTBA
KOHTpOJIs, Hampumep, AOCTYIIOM IO Mapojito, €CIM HE HCHOJIb3YITCs Ooiee
CUJIbHBIE CPE/ICTBA 3AILUTHI.

Cotpynauku [lIkomsl MODKHEI OBITH TPOWMHGOPMHUPOBAHEI 00 yrpo3ax
HapylieHus: pexxuma Oe3onacHOCTH [I/I[H U OTBETCTBEHHOCTH 3a €ro HapyllICHUE.
OHM JO0JDKHBI OBITH O3HAKOMIICHBI C YTBEPXKIAECHHOW (hOpPMalIbHOM MpoIleaypoit
HaJIOXKEHUSI AUCUUIIMHAPHBIX B3bICKAHUW HA COTPYIHUKOB, KOTOpPbBIE HAPYIIWIU
MIPUHSATHIE TOJIUTUKY U MIporieAypsl 6e3onacHoctu [1/]H.
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CotpynHuku 00s3aHbl 0€3 TPOMEJICHHS CO00IIaTh 000 BCeX HAOI01aeMbIX
WIK TOA03pUTENbHbIX ciydasx padotsl MCIIH, mMorymmx mnosiedb 3a coOou
yrpo3sl  Oe3omacHoctu [IJIH, a Takke O BBISIBICHHBIX WMH COOBITHSX,
3arparuBarolux 0e3omnacHocTsb [1/1H, pyKoBOACTBY MOApa3AesieHHUs.
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7. JlozkHOCTHBIE 00si3aHHOCTH ToJib3oBaTeaeid UCIIAn

JomkHocTHBIE  o0s3aHHOCTH  mojb3oBarenet  WCIIJlH  omucansl B
CIEAYIOIINUX JOKYMEHTAX:
e Huctpykuusa anmuauctparopa UCI/IH;
Nuctpykuus nons3osartens UCII/H;
Nuctpykuus O nopsiake pe3epBUPOBAHUS U BOCCTaHOBIICHHUS;
NucTpykuus [1o aHTUBUPYCHOM 3allUTE;
Nuctpykuums [Tons3oBarens CK3U;
Wuctpykuus [o pabore ¢ nokymentamu ¢ [1/1H;
NucTpyknums [1o yyeTy MallMHHBIX HOCUTEJIEH;
PernamenT pearupoBaHus Ha 3anpoc cyobekra [1/1H;
Nuctpykums  [lonp3oBarenss IIpM BO3HUKHOBEHHWM — BHEILITATHBIX
CUTYAIUI;
NucTpykums [1o opranusanyu naposibHOM 3a1UThI;
e Uuctpykuuss Ilo opranuzanuu 3amuThl MHGOPMAIMH O COOBITHIX
6e3omacuoctu B UCII/H;
e Uucrpykuus [lo ycranoBke u mogupuxauu I[10;
Nuctpykius [lo obecnevennto 3amutel uHGopManuu rpu BeiBojae UCIIAH u3
JKCILTyaTalllH.
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8. OTBEeTCTBEHHOCTH COTPYAHHKOB

B cootBercTBUU co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanuu
ot 27 nrona 2006 r. Ne 152-@3 «O mepCOHANBHBIX TaHHBIX» JIMIA, BUHOBHBIE B
HapylieHuu TpeboBaHuil gaHHOro denepanbHOrO 3aKOHA, HECYT TPa)KIaHCKYIO,
YTOJIOBHYI0, aJIMUHUCTPATUBHYIO, JUCHUIUIMHAPHYIO U UHYIO MPETYCMOTPEHHYIO
3aKOHOAATeNIbCTBOM Poccuiickon denepanu OTBETCTBEHHOCTb.

HeiicTBytomiee 3akoHoAaTenbcTBO PD mo3BosisgeTr npeabsaBiasTe TpeOOBaHUS
no obOecneyeHuo Oe30macHOM paboThl ¢ 3amuiaeMod uHbopmanuedn u
NpEeayCMaTPUBAECT OTBETCTBEHHOCTh 3a HAPYIIEHUE YCTAHOBJIEHHBIX MPaBUII
skcruryatanuu DBM u cucreM, HempaBOMEpHBIN TOCTYN K WH(OpMaIMK, €ClIU 3TH
JIEUCTBUS TIPUBEIU K YHUYTOXKEHUIO, OJIOKUPOBAHUIO, MOAUDUKAIIUKA HHPOPMAITUU
Wi HapyuieHuro pabotel 9BM unu cereii (ctatbu 272,273 u 274 YK PO).

Anvunuctparop WCII[IH HeceT OTBETCTBEHHOCTh 3a BCE JICHCTBHS,
COBEPILICHHBIE OT UMEHM UX YUETHBIX 3alIMCEN WM CUCTEMHBIX YUETHBIX 3aIIUCEH,
€CJIM He JI0Ka3aH (PaKT HeCAaHKIIMOHUPOBAHHOTO MCIIOJIH30BAHMS YUETHBIX 3aIHCEH.

[Ipu Hapymienusx corpygnukamu Illkoner — mnonb3oBatensimu HCIIH
npaBujl, CBS3aHHBIX ¢ Oe3omacHOCThIO IIJ/[H, OHM HECyT OTBETCTBEHHOCT,
YCTAHOBJIICHHYIO JEUCTBYIOIIUM 3aKOHOIATENBCTBOM Poccuiickoit denepannu.

[IpuBeneHHbIe BhINIC TPEOOBAHKS HOPMATUBHBIX JOKYMEHTOB I10 3aIUTE

UHGOPMAIIMK JOJKHBI OBITh OTpakeHbl B [loNOXKeHUsX O MoApa3ieeHUsIX

[xonsl , ocymectBiastomux oopadoTky [1/In B MCII/IH 1 m0/KHOCTHBIX
MHCTPYKUHUAX COTPYIHUKOB I1IKOmBI

Heobxomumo BHectn B I[lonoxenus o mnoxpasgenenusx [lxomsr
ocymiectBisronux 0opadotky I1J]Iln B UCII/In cBeneHuss 00 OTBETCTBEHHOCTH HX
PYKOBOIOUTENEH W COTPYOHUKOB 3a pasrjalleHHe WU HECAHKIMOHUPOBAHHYIO
Moaudukanuoo (uckaxenue, dhanpcudukanuio) [1JH, a Takke 3a HempaBOMEPHOE
BMEIIATENBCTBO B MPOIIECCHI UX aBTOMATH3UPOBAHHOM 00pabOTKH.
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9. CnucoK MCNMOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBBIMH U METOAMYECKUMHU JOKYMEHTaMH, Ha
KOTOPBIX Oazupyertcs HacTosmee [lonoxeHue sSBIsSIFOTCS :

1. ®enepanbubiit 3akoH oT 27.07.2006 1. No 152-®03 «O mepcoHaIbHBIX
naHHbIX» (mamee — D3 «O meEpCOHANBHBIX JaHHBIX»), YCTaHABIMBAIOIIMA
OCHOBHBIE TPUHLUIBI W YyciaoBus o6paGotku IIJ[H, mnpaBa, o00s3aHHOCTH U
OTBETCTBEHHOCTbh YYACTHUKOB OTHOUIEHUH, CBA3aHHBIX ¢ 00paboTkoi [1/1H.

2. «TpebOoBaHMs K 3alIUTe NEPCOHAIBHBIX JAHHBIX NPHU UX 00pabOTKE B
MHPOPMAIIMOHHBIX ~ CHUCTEMax  IEpPCOHANbHBIX  JAHHBIX»,  YTBEPXKIECHHOE
ITocranoBnennem IlpaBurensctBa PO ot 01.11.2012 1. No 1119.

3. «llonoxenue 00 OCOOEHHOCTAX OOpPaOOTKM NEPCOHATBHBIX JAHHBIX,
ocyIiecTBiIsieMold 0e3 MCTOJIb30BaHMS CPEJCTB aBTOMATHU3AIMHY, YTBEPKICHHOE
[Toctanosnenuem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

4. «TpeboBaHMS K  MaTepUATBHBIM  HOCHUTEISIM  OMOMETPUYECKHX
NEPCOHANBHBIX JIaHHBIX M TEXHOJIOTUSM XpaHCHWs] TaKWX JaHHBIX BHE
MHPOPMAIIMOHHBIX ~ CHUCTEM  TEPCOHANBHBIX  JaHHBIX»,  YTBEPKICHHBIC
IToctanoBnenuem IlpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmaTuBHO-MeTOMYecKue JOKYMeHTHl DefepaiabHONH  CIIyX)ObI  TIO
TEXHUYECKOMY M DJKCIepTHOMY KOHTpoito Poccuiickoit ®enepanuu (nanee -
OCTOK Poccun) mo obecnedyenuto OeszomacHoctr [I/[H mpu ux oO6paboTke B
NCIT/In:

5. PekoMenpanuu mo obecrneueHno 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX
npu ux o6paboTke B MHOOPMAIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JAHHBIX, YTB.
3am. nupexropa DCTIK Poccun 15.02.08 r. (JICII)

6. OcHOBHBIE MEpPONPUATHS TIO OpTraHH3alMd W  TEXHUYECKOMY
obecricueHNI0 0€30MaCHOCTH TEPCOHAIBHBIX JIAHHBIX, O00pabaThIBAEMBIX B
WH(POPMAIIMOHHBIX CHCTEMaX TNEPCOHAJIBHBIX JaHHBIX, YTB. 3aM. JTUPEKTOpa
OCTIK Poccun 15.02.08 r. (JICII)

7. baszoBas Mozenb yrpo3 0€30MaCHOCTH TMEPCOHAIBHBIX JAHHBIX MPH UX
o0paboTke B HMH(POPMAIMOHHBIX CUCTEMAaxX TIEPCOHAIBHBIX JIaHHBIX, YTB. 3aM.
nupekropa @CTIOK Poccun 15.02.08 r. (ICII)

8. Meroauka  ompeneneHus — aKTyaJlbHbIX  yrpo3  0€30macHOCTH
MEPCOHANBHBIX JAaHHBIX MpPU HX 00paboTke B WH(OOPMAIMOHHBIX CHCTEMaX
MEePCOHANBHBIX JaHHBIX, YTB. 3am. nupekropa ®CTIK Poccun 15.02.08 r. (JICII)
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